MHO®OPMALMOHHAA NAMATKA A/17 OBYYAIOLLNXCA

C KaZbiM roiomMm MONOAEKWN B UHTEpPHETe CTaHOBUTLCA BOoNblUe, a LIKOJbHUKM OAHU U3 CaMbiX
aKTUBHbIX MNonb3oBaTenen PyHeTa. Mexay Tem, MOMMMO OFPOMHOrO KO/IMYecTBa BO3MOXHOCTEMN,
MHTEpPHEeT HeceT 1 Npobsiembl. ITa NaMATKA A0/XKHa MOMOYb Tebe 6e30nacHO HaxoAUTbLCA B CETU.

KomnbloTepHbie BUPYCbI

KomnbloTepHbIA BUMPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MNPOrpamm, OTAUYUTENBHOWN
0COB6EHHOCTbIO KOTOPOW ABNAETCA CMOCOOHOCTb K PAa3MHOKEHMIO. B fononHeHMe K 3TOMY, BUPYCbl MOTYT
NoBpPeauTb WM MONHOCTBIO YHUUTOXWUTL BCe daibl U AaHHble, NOAKOHTPOJIbHbIE MO/b30BaTENIO, OT
MMEHW KOTopOoro Hbina 3anyLeHa 3apaskeHHas NPorpaMmma, a TakxKe NoBPeanTb UK AaXKe YHUUTOXKUTb
OMnepaLMoHHY0 CUCTEMY CO Bcemu daiinamu B LenoM. B 6ONbLIMHCTBE CAy4aeB PacnpoCTPaHATCA
BMPYCbl Yepes MHTEPHET.

MeToabl 3aWmTbl OT BPELOHOCHbIX NPOrpamm:

1. Ucnonb3yi coBpemeHHble onepaumoHHble CUCTEMBI, MMetoLLIME Cepbe3Hblil YPOBEHb 3allinTbl OT
BPEAOHOCHbIX MPOrpamm;

2. MNoctosHHO ycTaHaBAMBal naytM (uMdpoBble 3annaTkK, KOTOpble aBTOMAaTUYECKU
YCTaHaBNMBAKOTCA C Uenblo AopaboTKM nporpammbl) U Apyrme obHOBAEHUS CBOe onepauuoHHOM
cuctembl. CKaumBalt MX TOAbKO € oduuManbHOro canTta paspabotumka OC. Ecam cyuiectByeT perkum
aBTOMAaTUYECKOro 06HOBNEHMS, BKIOUYM €ro;

3. PaboTan Ha cBoem KOMMNblOTEPE NOoA4 NpaBamMu NOJb30BaTeIA, @ HE aAMUHUCTPATOpPA. 370 He
no3BonT 6OI'IbLLIMHCTBy BPEOOHOCHbIX nNporpamm WHCTANIMPOBATbCA Ha TBOEM MNEPCOHA/IbHOM
KOMMbIOTEPE,

4. Mcnonb3yit aHTMBUPYCHble MNPOrpaMmMHble MPOAYKTbl W3BECTHbIX MpPOM3BOAUTENEN, C
aBTOMAaTM4YeCKUm obHoBNeHneM 6a3;

5. OrpaHunyb GU3NYECKUIA OCTYN K KOMMbIOTEPY 418 NOCTOPOHHUX /InLL;

6. Wcnonb3yit BHewHWMe HocuTenn WHOOPMAUMKM, TakKMe Kak ¢newka, AUCK uam dann us
WMHTEPHETA, TONIbKO M3 NPOBEPEHHbIX MCTOYHMKOB;

7. He oTKpbiBait KomnbloTepHble $aiNbl, NOMYYEHHbIE M3 HEHALEMKHbIX UCTOYHWMKOB. [axe Te
daiinbl, KOTopble NPUCIAN TBOM 3HAKOMBI. Jlydlle YTOYHU Y HETO, OTNPABAAA 1N OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA, Nepeaaym AaHHbIX, He TEXHO/IOMUS, a BCEero Mwb bpeHs, mapka. Ewe B 1991
rogy HUgepnaHAckaa KomnaHua 3apeructpmposana bpeHg "WECA", yto o603Ha4yano cioBocoyeTaHue
"Wireless Fidelity", koTopbii nepeBoanTCs Kak "becnpoBogHas TOYHOCTL'.

[o Hawero BpemeHun gowna gpyras abbpesnaTypa, KOTopan ABAAETCA TAKOM e TexHonornen. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHWe 6bIJI0 4@HO C HAMEKOM Ha CTaHAAPT BbICLLEM 3BYKOBOW TEXHUKM
Hi-Fi, yTo B nepeBoae o3HayaeT "BbICOKas TOYHOCTb".

[a, 6ecnnaTHbli WHTEpHeT-g4ocTyn B Kade, OTenAx M asponopTax ABAAETCA OT/ANYHOM
BO3MOKHOCTbIO BbIX04a B MHTEPHET. HO MHOIMe 3KCMepTbl cuMTaloT, YTo obweaoctynHble Wi-Fi ceTu He
ABNAOTCA 6€30NacHbIMU.

CoBeTbl N0 6e3onacHocTn paboTbl B 0b6weaoctynHbix cetax Wi-fi:



1. He nepegaBaii cBotO IMYHYIO MHbOpMaLMio Yepes obweaoctynHble Wi-Fi cetn. PaboTan B HuX,
KenaTteNbHO He BBOAMTbL NapOo/iM A0CTYNa, IOTUHbI U KAaKMEe-TO HOMepa;

2. WUcnonb3ynm n o06HOBAAIK aHTUBUPYCHble Mporpammoel M HpaHamayep. Tem cambiMm Thbl
obe3onacuilb cebs OT 3aKauykuM BUpYyCca Ha TBOE YCTPOMCTBO;

3. MNpun ucnonovzosaHum Wi-Fi otkaoum ¢yHrumio "Obwmin goctyn K daitnam u npuHTepam'.
[aHHaa ¢yHKUMA 3aKpbiTa MO YMOAYaHMIO, OAHAKO HEKOTOpble MO/b30BATENM AKTUBUPYIOT ee ANA
yaobcTBa Mcnonb3oBaHua B pabote naum yyebe;

4. He ucnonbsyi nybanyHbin WI-FI gns nepegayun AnYHbIX AaHHbIX, Hanpumep 405 BbiXxo4a B
COLUMa/IbHbIE CETU WU B 3/IEKTPOHHYIO MOYTY;

5. Ucnonb3yit ToNbKo 3alimuLeHHOE coeanHeHue yepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-
aapeca 8Boaun umeHHo "https://";

6. B mobunbHom TenedoHe oTkawoum ¢yHKumio "MogknatoveHne Kk Wi-Fi aBTomatmyeckun". He
[0MyCKan aBTOMaTUYEeCKOro NoaKAtYeHns ycTpoincTea K cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble cetTu

CoumanbHble CeTU aKTUBHO BXOZAT B Hawy »XW3Hb, MHOrme noaun pa60Ta+0T N XUBYT TaM
NOCTOAHHO, a B Facebook y»Ke 3apernctpyuposaH mmnamapa 4enoBekK, 4To ABNAETCA O,CI,HOﬁ Cep,bMOVI BCex
Kutenen nnaHetbl. MHOrMe no/sb3oBaTeNIM HE MOHMMAKOT, 4TO MHd)OpMaLI,MFI, pa3smewieHHaa MMmn B
COLUMANbHbIX CETAX, MOXET 6bITb HaVIAEHa M Ncnoab3oBaHa Kem yrogHo, B TOm 4Yucne He obnasaTenbHoO C
6narumm HamepeHnammn.

OcHoBHble coBeTbl N0 6e30MnacHOCTM B COLLMaNbHbIX CeTAX:

1. OrpaHuyb cnucoKk apysei. Y 1eba B Apy3bAX He AO/IKHO ObiTb CAYYAMHbIX M HE3HAKOMbIX
nogen;

2. 3awmwan CBOK YaCTHYH KM3Hb. He yKasbiBal naposu, TenedoHbl, agpeca, gaty TBOEro
POXKAEHMA W  APYrY0 AWYHYIO  WHPOPMALMIO.  310YMbIWAEHHUKAM MOFYT UCMO/b30BaTh Aake
MHPOPMaLMIO O TOM, KaK Tbl U TBOM POAUTENU NAAHUPYETE NPOBECTN KaHUKY/bI;

3. 3awmulai cBOO penyTauuio - AePXKM ee B YNCTOTe U 3a4aBalt cebe Bonpoc: xoTen 6bl Tbl, YTO6bI
Apyrvne nNonb3oBaTeNu BUAENWN, YTO Tbl 3arpyxaelwb? lMogymait, npexae 4Yem 4YTo-TO OnNy6AMKOBATb,
HanucaTb U1 3arpy3uThb;

4. Ecnv Tbl TOBOPULWb C /IIO4bMMW, KOTOPbIX HE 3Haellb, HE MCMNOJb3yl CBOE peasibHoe UMS U
APYTyI0 IMYHY0 MHGOPMALMK: UMA, MECTO KUTEIbCTBA, MECTO y4ebbl U Npoyee;

5. W3beraint pasmeweHuns ¢otorpaduii B8 UHTepHeTe, rae Tbl M30OparkeH Ha MEeCTHOCTW, No
KOTOPOI MOXHO ONpeaennTb TBOE MECTOMO/IOKEHUE;

6. Mpwu peructpaumn B cou,maanoﬁ cetn H606XOAMMO MCNONb30BaTb C/IOXXHbIE NaApPO/n,
cocrtoAlne n3 6YKB n LI,Md)p M C KONMYECTBOM 3HAKOB He meHee 8;

7. Ona cou,maanoﬁ CeTn, NoYTbl U ApYyrnx canToB HeO6XO,CI,MMO MCNO/1b30BaTb pPa3Hble NMapoan.
Torpa ecnmn Tebn B3/10MatoT, TO 3/1I0YMbIWIEHHNKN NOAYyYaT A0CTYN TOJZIbKO K O4HOMY MeCTy, a HE BO BCe

cpasy.
INEeKTPOHHbIE AeHbIU

3/'IEKTpOHHbIe AEeHbIN - 3TO O4YEeHb y,D,O6HbIl\;1 cnocob rmaTeH(eﬁ, OA4HAaKO CyWwecTBYHOT MOLWWEHHUKN,



KOTOpble XOTAT NONYYNUTb 3TN AEeHblrN.

3ﬂEKTpOHHbIe AeHbrm noAasuInNCb cosecem HeaaBHO U MMEHHO MWM3-3a 3TON0O BO MHOTUX
rocygapcCreax A0 CUX MNOP He NPOMNMMCaHO NPO HNUX B 3aKOHaX.

B Poccum e OHM GYHKUMOHMPYIOT U O HUX yXKe MPOMMCAHO B 3aKOHe, rae UX pasfensAtoT Ha
HECKO/IbKO BUAOB - aHOHWMHbIE U HE AHOHUMHbIE. Pa3sHULA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspelwaeTca npoBoaMTb onepaumm 6e3 uaeHTMOMKaALMM NoAb30BaTeNss, @ B HEAHOHUMHbIX
naeHTMOMKaumMa noib3oBaTena ABNAeTCA 0683aTeNbHOM.

Takxe cnenyet pa3nnydaTtb 3/1EKTPOHHbIE d)MaTHbIe AeHbrn (paBHbI rocygapCrBeHHbIM BaJ'IIOTaM) n
9/1EKTPOHHbIE HEd)VIaTHbIe AeHbrn (He PaBHbl rOCYy4apCTBEHHbIM Ba}'HOTaM).

OcHoBHble coBeTbl N0 He3onacHo pa60Te C 3NNEKTPOHHbIMU AEHbramMu:

1. MpuBAXKK K c4eTy MOBUAbHbIN TenedoH. ITO camblit yA0OHbIN 1 BbICTPbIA CNOCO6 BOCCTAaHOBUTD
[ocTyn K cyety. lNpuBA3aHHbIN TenedoH MOMOXKET, ec/M 3abyaellb CBOM MATEXKHbIA Maposib WMAU
3aliAellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yin ogHopasoBble naponu. MNocne nepexosa Ha YCUIEHHYIO aBTOPU3aLMIO TeDe yiKe He
6yaeT yrpoxKaTb OMacHOCTb KpaXKu UK NepexsaTta NiaTeXXHoro napons;

3. Bblbepn cnoxHblit naponb. MpecTynHUKam OypeT He MNPOCTO yragaTb CAOXHbIA Naposb.
HazeXHble Napoau - 3To Naposn, KOTOPble COAEPIKAT HE MeHee 8 3HAKOB M BKKOYAIOT B ce6A CTPOUHbIe
M nponucHble OyKBbl, UMPPbI U HECKONIBKO CMMBOJIOB, TaKMe KaK 3HaK Jonnapa, oyHTa,
BOCKAMLIATE/IbHBIN 3HAK 1 T.M. Hanpumep, StROng!;;

4. He BBOAM CBOW /INYHbIE AAHHbIE HA CalTax, KOTOPbIM He AoBepseLlb.
INeKTPOHHAA noyTta

3I'IEKT|:)OHHaﬂ no4yta - 3TO TexXHO/N0rMA WU npeaocraBsAemMmble €0 yCayrm no nepecbiike u“
NONY4YE€HUIKO 3NEKTPOHHbIX COO6LLI,€HMI>1, KOTOpble pacnpenenarTca B KOMI'IbPOTepHOI‘a cetn. O6bIYHO
3I'IEKTpOHHbIl7I NOYTOBbIM AWUK BbITNAONT cheayrowmnm O6p330M: VIMFl_I'IOJ'IbBOBaTeﬂH@MMﬂ_AOMEHa.
TaKXKe Kpome nepesaym NPOCTOro TeKCTa, UMeeTCA BO3MOXKHOCTb NnepesasaTtb d)al‘;UIbI.

OcHoBHble coBeTbl N0 6e30nacHoi paboTe C 3/1eKTPOHHO NOYTO:

1. Hago Bbl6paTb MNpPaBU/AbHbLIA MNOYTOBLIA CEPBUC. B MHTEpHETe ecTb OrpomHbIii  BblbOp
6ecnaaTHbIX NOYTOBbIX CEPBMCOB, OAHAKO Ny4llie 40BEPATb TEM, KO0 3Haellb U KTO NePBbIit B PENTUHTE;

2. He ykasbiBaii B JIMYHOM nNouTe JAUYHYO WHPopmaumio. Hanpumep, nydwe BbIGpaTh
"My3blKanbHbIN_paHat@" nam "pok2013" emecto "temall";

3. Ucnonb3yih AByx3TanHyl0 aBTOpM3aumio. 3TO Korga NOMMMO Maposa HYXKHO BBOAUTb Kog,
npucbinaembii no SMS;

4. Bbibepn CNOXKHbIN Naposib. N8 KaXKAOro NMoyTOBOro ALMKA AO/MKEH OblTb CBOW HAAEMHbIN,
YCTOMYMBbLIM K B3/IOMY Napo/ib;

5. Ecam ecTb BO3MOXHOCTb HanucaTb camomy CBOW INYHbIN BONpOC, I/ICI'IOJ'Ib3yVI 3TY BO3MOXHOCTb;

6. Mcnonb3yit HECKO/IBKO MOYTOBbIX ALLMKOB. MepBblii A8 YaCTHOW Mepenucku C agpecaTami,
KOTOPbIM Tbl AOBepsielwb. JTO 3/1EKTPOHHbIM aApec He HaAo WMCMOo/b30BaTb NPWU PErucTpauumn Ha
dopymax u canTtax;

7. He oTKpbIBait painibl M Apyrve BAOXKEHUA B MUCbMAX, AaXKe €CAN OHM MPULLAKN OT TBOUX APY3eN.



Jlydlwie yTo4HM Y HUX, OTNPABAAAM NN OHU Tebe 3Tu dalinbl;

8. MNocne okoHYaHMA paboTbl Ha MOYTOBOM CepBUCE Mepes 3aKpbITUEM BKAAAKU C CalTOM He
3abyab HaxaTtb Ha "Bbintn".

KnbepbynnuHr unm BupTyanbHoe M3aesateibCTBO

KnbepbynnuHr - npecnesoBaHWe COOOLWEHUAMM, COAEPMKAWMMM OCKOpbsieHUs, arpeccuto,
3anyrmBaHue; XyMraHCcTBO; coumaibHoe 6BOMKOTUPOBAHME C MOMOLLbIO Pa3/IMYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnnHrom:

1. He 6pocaiics B 60M1. Jlyuwmin cnocob: nocoBeToBaTbCA KaK cebs BECTU U, EC/IN HET TOTO, K KoMy
MOYHO 00paTUTbCA, TO BHayasne YCMOKOUTbCA. Ecan Tbl HayHelwb OTBeYaTb OCKOPOAEHMAMM Ha
0CKOp6/1eHMA, TO TObKO elle 60/blie Pa3oXkKKellb KOHPINKT,;

2. YnpaBnsan cBoel Knbeppenyrauue;

3. AHOHMMHOCTb B ceTU MHMManA. CyLLecTBYIOT CnNocobbl BbIACHUTb, KTO CTOUT 32 aHOHWUMHbIM
aKKayHTOM;

4, He CcTOMT BeCTM Xy/WUraHCKMIM obpa3s BUPTyanbHOW XKM3HU. WMHTEpHET GUKCUpyeT Bce TBOU
AENCTBMA U COXPaHAET UX. YAanuTtb nx byaeT KpaliHe 3aTpygHUTENbHO;

5. Cobntogaii cBOK BUPTYa/IbHYIO YECTb CMOJIOAY;

6. WUrHopupyi eguHu4YHbIM Heratue. OOHOpPa3oBble OCKOPOUTE/bHbIE COO0bWEHMA Ayylle
nrHopmpoBatb. OBbIYHO arpeccus NpeKpaLLaeTca Ha HaYanbHOM CTaanu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMWU COOBLLEHUAMM, B COLMANbHBIX CETAX
€CTb BO3MOXHOCTb 6/I0KMPOBKM OTMNPaBKM COOBLLEHNI C ONpeaeNieHHbIX afpPecos;

8. Ecan Tbl cBMAeTeNb KubepbynnuHra. TBOM AeNCTBMA: BbICTYNUTb NPOTUB NpecieaoBaTens,
NoKasaTb emy, YTO ero AeWCTBUA OLLEHWMBAlOTCA HEeraTMBHO, MOAAEPKaTb MKEPTBY, KOTOPOM HYXKHA
NCMX010rMyeckan NOMOLLb, COOBLIUTL B3POC/bIM O paKTe arpeccMBHOIO NOBEAEHNA B CETW.

Mo6unbHbIii TenedpoH

CoBpemeHHble cMapTPOHblI M MAAHLWETbl CoAeprKaT B cebe BMoJIHE B3POC/bli GYHKUMOHAA, U
Tenepb OHW MOTYT KOHKYPMPOBATb CO CTALLMOHAPHBLIMKU KOMMbloTepamu. OfHAKO, CPeACTB 3almTbl ANs
NoAO06HbIX YCTPOWCTB MOKA O4YeHb Mao. TeCTMPOBAHME M MOUCK YA3BMMOCTEN B HUX MPOUCXOAMUT He TaK
WHTEHCUBHO, Kak ana MK, To ke camoe KacaeTca U MOBUIbHBIX NPUNONKEHWUN.

CoBpemeHHble MObUIbHbIE Bpay3epbl yKe MPaKTUYECKM LOTHAAM HACTOJIbHbIe aHasorM, O4HaKo
pacwupeHne GpyHKLMOHaANA BeYeT 3a CO60M 60/bLUIYIO CIOKHOCTb U MEHbLUYIO 3aLWMLLEHHOCTD.

[daneko He BCe NPOM3BOAMTENM BbIMYCKAlOT OOHOB/AEHWA, 3aKpPbIBalOWME KpUTUYECKUE
YA3BMMOCTU ANA CBOUX YCTPOMCTB.

OCHOBHbIe cOoBETbI AN 6e30nacHOCTU MOBUIBHOIO TenecbOHa:

Huyero He saBnAaetca no-HactoAawemy 6ecnnaTHbIM. Ey,ﬂ,b OCTOpPOXeH, BeAb Koraa Tebe
npegnararoTt 6ecnnaTHbIM KOHTEHT, B HEM MOTYyT 6bITb CKpPbITbl KaKMe-TO Na1aTHblE YCAYTH;

Oyman, npexxge yem otnpasuTb SMS, ¢oTo unm Buaeo. Tbl TOYHO 3HAELWb, r4e OHW ByayT B
KOHEeYHOM uTore?



HeobxoaMmo 06HOBAATL ONEepPaLMOHHYO0 CUCTEMY TBOEro CMapTdOHa;
Ncnonb3yit aHTUBMPYCHbIE MPOrpaMmMbl 418 MOOU/IbHBIX TenepoHOB;

He 3arpyXail nNpuaoxKeHua OT HEU3BECTHOro MUCTOYHMKA, Bellb OHU MOTYT COAeprKaTb
BpeAoHOCHOe nporpammHoe obecneyeHue;

Mocne Toro Kak Tbl BbligewWb C CaiTa, rae BBOAWA /IMYHYIO MHGOPMaUMIO, 3aaN B HACTPOMKM
6paysepa v yganu cookies;

I'Iepmop,vlqecuvl ﬂpOBepﬂﬁ, Kakue nnatHble YCAYrn aktTuBnMpoBaHbl Ha TBOEM HOMEPE;

Jasan csBo Homep MobBUAbHOrO TenedoHa TOMBKO NHOAAM, KOTOPbIX Tbl 3HAEWb M KoMy
JoBepsAeLlb;

Bluetooth pgonxeH 6bITb BbIKAKOYEH, Korga Tbl MM He nosb3yellbcs. He 3abbiBait MHoraa
npoBepATb 3T0.

Online urpobl

CoBpemeHHble OHNANH-UIPbI - 3TO KPACOYHble, 3aXBaTbiBalolWMe pa3BAeYeHUn, obbeanHAWme
COTHM TbICAY YeNOBEK N0 BCEMY MUPY. UFPOKKN UCCNeayIoT AaHHbIA UM MUp, o0bLialoTca Apyr C APYrom,
BbIMNOMHAIOT 334aHWUA, CPaAXKaloTCA C MOHCTPAMM M MNOJyYaloT OMbiT. 33 YAOBONLCTBME OHM MNAATAT:
NOKYNatoT AMCK, OMNIaYNBatOT abOHEMEHT MM NPUMOBPETAIOT KaKMe-To ONuuK.

Bce aTu cpeacTBa MAYT Ha NogdeprkaHuMe W PasBUTME UIPbl, a TaKkKe Ha camy 6e30nacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMKM, BbIMYCKAlOTCA HoBble MaTtuv (undpoBble 3anaaTkM Aas
nporpammy), 3aKpbIBaOTCA YA3BMMOCTU CEPBEPOB.

B I'IO,EI,06HbIX Urpax CTOUT ONacaTbCA HE CTOJIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXu TBOEro
naponAa, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOPU3aLuumn 60NbLUINHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOErO NUrpoBOro akKKayHTa:

1. Ecnm ppyroii urpok BegeTt ceba Naoxo uau cospaeT Tebe HenpUATHOCTKU, 3abNOKMpPYI ero B
CMUCKE UTPOKOB;

2. I'Iomanyﬁcn AOMUHUCTPATOPaM UTrpbl Ha Na0xXoe noBegeHmne 3TOro Urpoka, »KenatenbHo
NPUNOKNTb KaKNe-To A0Ka3aTeNbCTBa B BUAE CKPUHOB,

3. He yKasblIBaW AMYHYI0 MHbOPMaLUto B Npodainae urpbl;
4. YBarKal gpYrux y4aCTHUKOB MO Urpe;

5. He ycTtaHaBAuMBai HeoduuManbHble NaTym U Moabl;

6. \cnonb3yi CNOXKHbIE W pa3Hble Napou;

7. Oaxe BoO BpemAa uUrpbl HE CTOUT OTKNKOYATb aHTUBUPYC. Moka Tbl nrpaetub, TBOWM KOmMnblOTEP
MOTyYT 3apa3unTb.

DULWNHT UM KPaKa IMYHBIX AaHHbIX
Ob6bluHOW KpaKeil AeHer M OOKYMEHTOB CErogHA Yy»e HWKOro He yAMBULb, HO C PasBUTMEM

WHTEPHET-TEXHOJIOTUIA 3/10YMbILIEHHUKU MEepeMecTUINCh B MHTEPHET, U MPOA0/IKAT 3aHMMaTbCA
"nobumbim" genom.



Tak nosaBmaacb HOBAA yrposa: MHTEPHET-MOLUEHHWYECTBA UAN ULLIMHT, FTNaBHasA LeAb KOTOPOro
COCTOUT B NOJIYyY4EHUN KOHPUAEHUMANbHbIX [aHHbIX M0/ib30BaTesnell - JIOTMHOB M naponei. Ha
aHrMAcKoM fA3bike phishing unTtaeTtca kak ¢uwmHr (ot fishing - pbibHaa nosas, password - Napossb).

OcHoBHble coBeTbl No 6opbbe ¢ puwnHrom:

1. Cnegun 3a cBOMM aKKayHTOM. Ecam Tbl nogo3peBaellb, YTO TBOA aHKeTa Oblia B3/iloOMaHa, TO
Heobxo0aMMO 3ab6/10KMPOBATbL €€ U COOBLLNTL aAMUHUCTPATOPaM pecypca 06 3TOM Kak MOXKHO CKopee;

2. MCI'IOIIb3yﬁ 6e3onacHble BE6-CaﬁTbI, B TOM 4YnUcCne, MHTEPHET-MarasnHoB U NMOUCKOBbIX CUCTEM;

3. Wcnonb3yih CNOXHble W pasHble naponu. Takum obpasom, ecan Teba B3/OMAKOT, TO
3/10YMbILNAEHHWUKN MOYYaT AOCTYN TO/IbKO K OAHOMY TBOEMY NPOdUI0 B CETH, @ HE KO BCEM;

4. Echn T1eba B3nomann, TO HeobXoAMMO npeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nobasneHbl y Tebs B Apy3baAX, O TOM, YTO Tebs B3/iIOMasiM M, BO3SMOXKHO, OT TBOEro MmeHu byaer
paccbi/IaTbCA CMAaM U CCbIIKM Ha GULLMHIOBbIE CalThbl;

5. YcTaHoBM HageHbI naposb (PIN) Ha MoBUNbHBIN Tenedon;
6. OTK/II0YM coXpaHeHue naposia B bpaysepe;

7. He oTKpbIBait painbl M gpyrve BAOXKEHUA B MUCbMaX, AaXKe €CNN OHU NPULLAKN OT TBOUX ApY3ei.
Jlydlwe yTO4YHU Yy HUX, OTNPABAAAN i OHM Tebe 3Tn danbl.

LUudposasa penytauusa

Uudposaa penytauma - 3TO HeratMBHaa WAM NO3UTMBHas uHoOpmauuAa B ceTm o Tebe.
KomnpomeTupytowaa uHbGOpMaumsa, pasmelleHHas B MHTepHeTe, MOXeT cepbe3HbiM 06pazom
OTpPa3uTbCA HA TBOEN peanbHOW XuM3HU. "Uudposas penyTtauma" - 37O TBOM MMUOXK, KOTOpPbIA
dopmupyetca n3 nHpopmaunn o Tebe B UHTEPHeTeE.

TBOE MeCTO XUTenbCTBa, y‘-IE6bI, TBOE d)VIHaHCOBOE nonoxeHue, ocobeHHOCTH XapaKTtepa u“
paccka3bl O 61M3KMX - BCE 3TO HaKaN/IMBaeTcA B CETU.

MHorve noApoOCTKU NIETKOMBIC/IEHHO OTHOCATCA K Ny6AMKauMM AUMYHOW  WHPOpMauun B
MHTepHeTe, He MOHMMan BO3MOMKHbIX MOCAeACTBUI. Tbl AaKe He CMOXKELWb A0ragaTtbCs O TOM, YTO
doTorpadus, pasmeLyeHHan 5 neT Hasag, CTana NPUYNHOM OTKa3a NPUHATL TebA Ha paboTy.

KommeHTapum, pasmelteHve TBoux dotorpaduin u apyrme AencTBUA MOTYT HE UCHE3HYTb Jaxe
nocne TOro, Kak Tbl UX yAanuwb. Tbl He 3Haellb, KTO COXPaHWA 3Ty MHPOPMAaLMIO, Nomnana /i OHa B
NMOWMCKOBbIE CUCTEMbI U COXPAHMUIACh /1N OHA, @ FNaBHOE: YTO NOAyMatoT O Tebe OKpyKatowme nam,
KOTOpble HaNayT M yBUAAT 3TO. HanTM MHbOpPMaLMIO MHOTO SIET CNYCTA CMOXKET Ntoboi - Kak 13 fobpbix
Noby»KAEHWI, TaK U C HAMEPEHMEM NPUYUHUTL Bpea. ITO MOXKET BbITb KTO yrogHo.

OcHOBHble COBETbI MO 3aWmTe UMPPOBOI penyTaLun:

1. Moaymait, npexae 4em yto-To Ny6AnKoBaTb M NepepasaTtb y ceba B 610re nam B coumanbHom
ceTu;

2. B HacTpoliKax npoduna ycTaHOBM OrpPaHUYEHUs Ha MNPOCMOTP TBOero npoduna u ero
CoAEepPXKMMOro, caenan ero Tonbko "ana apysen”;

3. He pasmewain u He yKasbiBal MHPOPMaALMIO, KOTOpPAs MOMKET Koro-nmbo ockopbaatb uau
o6MKaTb.



ABTOpCKOE npaso

CoBpemeHHbIe LKOJIbHMKM - aKTUBHbIE N0Jib30BaTeNn LUndpoBoro npoctpaHcTea. OAHaKo Aaneko
He BCe 3HAloT, YTO MO/Ib30BaHME MHOTMMM BO3MOXKHOCTAMU UMdpPOBOro Mmupa Tpebyet cobatoaeHus
npaB Ha UHTEeN/IEKTYaIbHYO0 COBCTBEHHOCTb.

TepmuH "MHTeNNEeKTyaNbHan COBCTBEHHOCTL" OTHOCUTCA K Pa3/IMYHbIM TBOPEHUAM YE€10BEYECKOro
YMa, HauMHasn C HOBbIX N306peTeHNn U 3HaKoB, 0603HaYaoLWKUX COBCTBEHHOCTb HA NPOAYKTbI U YCAYTU, U
3aKaH4YMBasA KHUramu, potorpadusamm, KWUHOPUAbMAMM U My3blKasibHbIMW MPOU3BEAEHUAMMU.

ABTOpPCKME MpaBa - 3TO MpaBa Ha WHTEN/IEKTYa/IbHYI0 COBCTBEHHOCTb Ha MPOM3BEAEHUA HAYKMK,
NMTepaTypbl M WMCKyccTBa. ABTOPCKME MpaBa BbICTYNAlOT B KayecTBe rapaHTMM TOro, 4TO
WHTENNIEeKTYaIbHbIN/TBOPYECKMIA Tpya, aBTopa He OygeT HanpacHbIM, AacT emy cnpaseg/vBble
BO3MOKHOCTU 3apaboTaTb Ha pe3y/sibTaTax CBOEro TPyAa, NOJYyYUTb U3BECTHOCTb M Mpu3HaHue. HUKTo
6e3 paspeleHns aBTopa He MOKET BOCMPOU3BOAMUTL €ro Npou3BeAeHUe, PacnpocTpaHATb, Ny6ANYHO
AEMOHCTPUPOBaTb, NpPOAaBaTb, WMMNOPTMPOBATb, MyCKaTb B MNPOKaT, MNyB/AMYHO UCMOHATD,
MOKasblBaTb/UCMOAHATL B 3dUpPe aM pasmeLllatb B MHTepHeTe.

Ncnonb3oBaHMe "nUpaTckoro" NporpaMmMHoOro obecneyeHmns MOXKeT NPUBECTM K MHOTMM PUCKaM:
OT MoTepu AaHHbIX K TBOMM aKKayHTam 40 O/I0KMPOBKM TBOEro YCTPOWCTBa, rAe YCTaHOBJeHa
HenerasbHaa nporpamma. He cTouT TakXke 3abblBaTb, YTO CYLWECTBYIOT ferasnbHble M 6ecnnaTtHble
NpPOrpammbl, KOTOPbIE MOYKHO HANTK B CETHU.

O noprtane
CeTeBMYOK.pd - TBOM rNaBHbIN COBETYMK B CETU. 34ECb Tbl MOXKELb Y3HATb O 6e30MacHOCTU B CETU

NMOHATHbIM U AOCTYNHbIM A3blKOM, a Npn BO3HUKHOBEHUU KpMTMLIeCKOVI CnTyaumnun O6paTMTbCﬂ 3a
COBeTOM. A TaKXe MPUHATb y4acTMe B KOHKypCcax U CTaTb CamMbiM Ll,M(I)pOBbIM Fpa)Kp,aHMHOM!



